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ABSTRACT

1

Privacy policies (PPs) are currently the only way to inform users
about their rights and choices during web browsing and searching.
However, users avoid engaging with them, because of their length
and abstract legal language, which makes them hard to read and
understand. We propose to support the understanding of PPs by
using modular icons. Icons have already proven to be helpful in
visualizing concepts with high information density. However, the
value of using icons to supplement PPs lacks a scientific foundation.
Thus, we conducted two studies to evaluate existing icon sets for
their understandability and to teach participants their meaning in
situ. We show that modular privacy icons can be taught using our
process, which has the potential to aid quicker and easier comprehension of PPs. We contribute a set of tested modular privacy icons
and a verified process on how to teach them to users incidentally
during web browsing.

Searching and browsing the web is an ubiquitous part of people’s
daily lives. However, invasion of privacy is an inherent cost of
our interaction with the web, in the way it is currently structured
and monetized. An increasing amount of personal data is being
collected, such as for advertising, localization, and customization
of services, but also for more nefarious purposes. Online users
are confronted with news about their data being leaked and then
misused for criminal activities, such as the attack on Microsoft
Exchange [5]. This is not only problematic for those who become
victims of hackers, but also for companies, which face a long journey
of trying to gain back the trust of their users, e.g. in the case of
Facebook and Cambridge Analytica [19]. For users to be able to
consciously decide which personal data to disclose online, they need
a clear understanding of what kinds of data are being collected, how
they are processed, and what possible consequences can arise [17].
Previous attempts to standardize PPs are not widely adopted in
practice [6]. Thus, it is still necessary to familiarize oneself with the
full PP of an online service, to be able to make conscious decisions
regarding the safety of one’s personal information. Even after reading PPs, users are unlikely to remain aware of them – particularly
considering the plethora of services and irregular updates of PPs.
Even though plain text PPs are rarely read and understood due to
various reasons including their length, their difficult legal language,
and abstract nature, PPs are still the primarily used way to inform
users about the usage of their personal information [27, 30, 34].
According to Obar [34], the described issues with PPs lead to 74%
of users not reading PPs at all.
One attempt trying to overcome the gap between the provision
of information and the actual understanding is enriching PPs by
visualizing their core concepts via icons [14, 17, 44]. These icons
could be provided on search engine result pages (SERPs) to help
users make privacy protecting decisions during web search, on the
website itself, or in PPs. Diverse visualizations during search tasks
have been explored, e.g. situating search results in 2D space [1], taking advantage of spatial memory using a data mountain metaphor
in a 3D environment [43], using different thumbnail representations
to investigate website refinding [55], as well as visualizing concepts
not directly related to task-relevance, such as credibility [48], or as
in this work, privacy [64]. Icons have already been proven to be
helpful when visualizing various concepts, e.g. on mobile phones,
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maps, or on aircraft safety cards, but their visualization can be difficult when the concept is very abstract as is the case with PPs [17].
Icons aid quick comprehension, take up less space, and tend to
have a higher information density than plain text [37]. However,
to understand the precise concept of new and abstract icons, it is
necessary to learn their underlying meaning from scratch. Earlier
attempts trying to construct an icon set, suitable for enhancing and
visualizing privacy policies, often either lacked a scientific foundation in the design phase [14, 17], are meanwhile outdated because
the topic was no longer pursued [32] or have not been released yet,
like sets of icons such as from the Unicode Consortium. But most
importantly, even when the aforementioned limitations did not
apply, previously proposed icon sets were not thoroughly evaluated
for their understandability, due to small sample sizes [14, 45] or
comparisons with two different versions of icons, instead of with
a ground truth [17]. In addition, there is no indication of whether
a complex construct such as PPs can be expanded through the
modularity of icons.
Aiming to thoroughly evaluate existing privacy icons and to find
a usable approach to teach their underlying meaning, we conducted
two studies. Firstly, we collected existing icon sets and evaluated
their comprehensibility according to the ISO-Standard 9186-1 and
9186-2 [20, 21]. Subsets were then used for an in-situ-study, where
participants were provided with a browser extension that showed
an icon and a corresponding excerpt from the PP. We provide a modular tested set of thoroughly evaluated privacy icons and verified
the process of how to teach their meaning incidentally during web
browsing. The icons are separated into main category and attribute
value icons. This modularity makes it easier to visualize the abstract
concept of privacy and allows for a flexible usage of the icon set
in the future. We also provide the extension’s source code and the
icon set on Github to enable future research and development1 .

2

RELATED WORK

We present previous work on online privacy and PPs, the problems
they suffer from, and possible solutions. We also report how icons
can be used to visualize abstract concepts, such as the ones in PPs.
Additionally, we outline the way privacy icons are currently used
in practice.

2.1

Online Privacy

Online privacy and data protection in the EU is governed by the
General Data Privacy Regulation (GDPR), which became active in
Europe on May 25 2018 [38]. How and which data is collected and
used by online services and by software in general is communicated
mostly by using PPs. They aim to inform users about how their
data is being processed, and about the choices available to control
and limit the collection as well as the usage of their data. This is
called the principle of notice and choice [46, 62]. Unfortunately, users
often do not read PPs [34] and do not understand them the way
they are currently implemented, so they do not fulfill their aim of
informing the users [42]. Among other reasons, their length and the
complexity of their legal language are problematic for users [12].
This contributes to the generally abstract nature of privacy policies
in their current state. It is hard for users to connect the general
1 https://github.com/Maxikilliane/privacy-at-a-glance
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information given in privacy policies to their current context of
using the software [12].
It is important that users understand the data practices of online
services because online consumers’ trust is influenced by a feeling
of security concerning private data [13]. When information on
privacy is displayed to the users clearly and concisely, it can become
a relevant factor in decision making [56]. Some users are even
willing to pay more if their privacy is protected [56]. This makes
it desirable both for companies and users to have understandable
and accessible privacy policies.
Research has also evaluated other techniques to preserve privacy,
such as k-anonymity [26, 54] or concealing a single user’s data
in communities for specialised search interests [49]. Differential
privacy is another method which has been investigated in the scope
of web browsing [11, 63].

2.2

Icons and their Usage with PPs

The term icon, as used in this work, and in the literature referring to
graphical user interfaces (GUIs), means a small graphical element in
a GUI, which represents a functionality of a system or information
about it.
There have been several previous attempts to visualize privacy.
On the one hand, privacy indicators have been proposed for SERPs [9,
56, 64], as well as app stores [23], which provide a general rating,
but do not provide information on specific privacy risks. Icons to
visualize the content of privacy policies have been investigated
both in the industry [c.f. 31, 32, 41], and in research [14, 17, 22].
More recent attempts have been driven by the GDPR which explicitly states in Article 12 that "[the information] may be provided
in combination with standardized icons in order to give in an easily visible, intelligible and clearly legible manner a meaningful
overview of the intended processing" [38]. However, visualizing
privacy with icons is notoriously difficult, since privacy is such
an abstract concept [47]. Additionally, privacy is not users’ main
goal when searching online, so while icons can be an additional
information source and inform decision making [56], they could
also be distracting. Consequently, none of the current suggestions
have been adopted in practice. Mozilla has developed several sets of
privacy icons, starting with a simple alphanumerical approach [32],
which was then adjusted to more pictographic icons [31], which
were later redesigned to result in an alpha-version [41]. Unfortunately, little is known about the design and evaluation process
of these icons, and since 2011, there has not been a publication
by Mozilla on the topic. The icons designed by Gerl [14] support
the layered privacy language which they developed to facilitate
informed consent. However, these icons only cover very specific
areas of PPs and were not evaluated very thoroughly. While Efroni
et al. [8] propose a risk-based methodology to design privacy icons,
no icons have yet been published. Holtz et al. [17] compare two
sets of privacy icons, but the development process of these icons is
vague and it is unclear whether users were included early on, or
just in the evaluation stage. A more rigorous participatory design
process basing icons on an ontological foundation was followed
by Rossi and Palmirani [44, 45]. Their evaluation of DaPIS (Data
Protection Icon Set) focused on legibility and ease of understanding but sample size was limited [44] and they acknowledge that
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learning of icons should be evaluated in more longitudinal studies
[45]. Habib et al. investigated icon-text combinations specifically
for icons representing privacy choices [15].
In a limited scope, icons are already used in the context of privacy. One example is mobile permissions that are labeled with
icons [39]. The closest to PPs is probably the icon and dialog, which
some browsers, e.g. Firefox [2] present when a website requests
permission to access the user’s location. Prior work showed that
combining icons with text helps comprehension [15]. This way of
presenting icons in the context of additional information could also
be used to teach their meaning to the users in a naturalistic way.
Processes exist which evaluate icons for comprehensibility, for
example the ISO-norms 9186-1 and 9186-2 [20, 21], or processes
based on it [61]. An icon judgment test asks evaluators to judge
the percentage of people who would understand the meaning of an
icon as given [61]. In a comprehension test, subjects are requested
to explain the meaning of an icon given its context and the icon
itself [21]. ISO 9186-1 specifies evaluation procedures to be used
for these tests [21]. These tests, as well as other work contributing
and evaluating icons, be they graphical [e.g. 53, 58], haptic [4]
or auditory [52], take place in a laboratory setting. Participants
learn icon meanings, like vocabulary, and are queried on them
after a certain period to assess longer-term learning. While training
like this may be realistic in some scenarios, such as for software
in security-relevant domains, it is not possible to train all users
affected by something as ubiquitous as PPs. More realistically, for
icons to be useful in enhancing PP comprehension, they should
be learned incidentally. This means that users are confronted with
icons and their meanings during their normal system usage, which
has been shown to be beneficial to learning [3].

2.3

Summary

In summary, PPs, the way they are currently presented, are not
sufficient to inform users about the usage, collection and choices
concerning their data [27, 30, 34]. Icons have the potential to aid
quick comprehension by taking up less space and having a very
high information density compared to plain text [37]. Consequently,
enriching PPs with icons seems to be a very promising approach. In
a limited scope, icons are already used in the context of privacy, but
there is still no evaluated icon set available [14, 17, 31, 32]. Since
PPs depict very abstract concepts and since there is currently no
icon set for PPs available to provide familiarity, a process to teach
users the meaning of those icons is also necessary.
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3.1

Icon Choice

To be able to visualize concepts from PPs and to obtain an icon set
that can be used for all PPs, privacy statements have to be categorized. In previous work, possible categories for privacy statements
were formed based on the content of current PPs [59] or were developed based on legal regulations and problems concerning PPs
the way they are currently implemented [33].
We used the categories suggested by the Usable Privacy Policy
Project3 , resulting in ten categories: nine main categories, and one
’others’ category [59]. In addition to these categories, privacy information has also been associated with category-specific attributes.
Not all of those are named in the paper by Wilson, but we extracted
them from the accompanying dataset4 . Three researchers classified
the icons separately and assigned categories as well as attribute
values, where appropriate. Using the method of Wolff and Götzfried
[61], we applied comprehensibility scores to the icons. Classification
took place in two rounds, and the researchers discussed differences
before going over their classifications the second time.
To select icons for the survey, we first excluded any icons which
did not fit into the classification scheme. Icons where all the researchers differed in their classification decision, or where the comprehensibility judgment of the agreeing researchers was lower than
50% were also excluded. We subdivided the remaining icons into
icons suited to represent the main categories, and icons suitable to
represent attribute values.
To decrease the workload for our participants, we further reduced
our initial icon set to one icon for each unique category or attribute
value by choosing the one with the highest comprehensibility score,
resulting in a final icon set consisting of 9 icons for main categories
and 13 icons for attribute values. Since these icons came from
different sources, we changed them to make them more similar.
Changes included removing any color, removing explanatory texts,
adding a black circular border, and ameliorating the quality of
several pixelated icons. The final set of icons we tested can be
found in the supplemental material.

3.2

Study Design

To acquire a usable set of icons whose meaning is easy to understand at a glance and which are distinguishable from each other, we
first evaluated icon comprehensibility in a procedure derived from
ISO 9186 [21]. We collected different icon sets from existing publications [17] and online sources [29, 31, 40, 41]. Some additional
icons were collected from Fontawesome2 , by searching for "privacy". These icons were grouped into 10 categories based on [59].
Participants then assessed them for comprehension and comprehensibility.

We used a study design as detailed in ISO 9186-1 and 91861-2 for
our first study [20, 21]. These standards define a procedure on how
to test the comprehensibility of graphical symbols. The first part
is a comprehension test, where participants are presented with
an icon and have to answer the question "What do you think this
symbol means?" In our survey, each icon was presented in isolation
within the survey environment, but the participants were informed
about the context in which they can expect the symbol to appear,
which we defined as the browser’s address bar when visiting certain
websites. After the first task, the participants perform a judgment
task, where they have to rate how many out of 10 people they
assume to understand the meaning of the icons correctly. The icons
from the first task were used for that, but this time they were
accompanied by explanatory texts. Since each of our icons depicts a
category or attribute-value from the taxonomy of Wilson et al. [59],
we also used their explanations for the categories and attribute
values for this judgment task.

2 https://fontawesome.com/

4 https://usableprivacy.org/data

3

STUDY 1: ICON COMPREHENSION

3 https://explore.usableprivacy.org/
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Procedure

We first acquired informed consent from the participants and informed them about the general nature of the survey. Participants
then took part in a comprehension test, as detailed in ISO 91861 [21]. They were presented with the icons in a randomized order
to avoid sequence effects and responded to the question "What do
you think this symbol means?" in free-text. The participants were
instructed to answer with "don’t know" in case they were unable
to provide a proper answer.
In a second step, participants judged the comprehensibility of
the icons. They saw all icons again in a randomized order. The
icons were presented together with their name, meaning, and the
context in which they would typically appear. Participants then
rated each icon for comprehensibility, by stating the percentage of
people which they expect to understand the icon [61]. We used a
method of simplification from previous work [10], where participants stated how many out of ten people they expect to understand
an icon, instead of asking for a percentage outright. Participants
answered two questions on their previous experience with privacy
policies and privacy related icons. Demographic data was collected
before the participants were debriefed. We include the survey in
our supplemental material.

3.4

Participants

Our participants were recruited via mailing lists of our institution
and by word of mouth. We aimed to reach a more diverse target
group by using snowball sampling starting with this convenience
sample. In total, 38 people took part in our first study, (21 female,
16 male, one diverse), aged between 20 and 55 (M = 26.4, SD =
7.36). Most (30) of the participants were students, some (7) were
working, and one person was retired. Fourteen had previously
encountered privacy icons before, while 24 had not. Six participants
gave more detailed information on their experiences with privacy
icons, including two who stated that they had encountered them
before. However, both of those described their contact with privacy
icons as only fleetingly.

3.5

Data Analysis

We followed the recommendation given in the ISO 9186-1 on analysis of the data and categorized the responses [21]. Three researchers
separately coded the participants’ answers to the comprehensibility
test, marking them from 0 to 3, where 0 was ’don’t know’, 1 was
’wrong’, 2 was ’somewhat correct’ and 3 was ’correct’. We deviated
from [21] by including ’somewhat correct’ as an option, because the
complex nature of the concepts which the privacy icons represent,
makes it hard for participants to grasp the entire meaning, and we
wanted our results to reflect answers going in the right direction.
Disagreements were resolved by discussion. To analyze the icon
judgment task, we calculated descriptive statistics for presumed
comprehensibility for each icon.

3.6

Results

To assess the correctness of the meanings that participants assumed
for the icons, scores were assigned by comparing the participants’
answers to the original description of each category.
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Figure 1: Correctness judgments (majority opinion of three
raters) of participant’s descriptions of main category and attribute value icons

The interrater reliability for three raters was determined using
Krippendorf’s alpha [24], which is an extension of classical measures of interrater reliability, such as Cohen’s Kappa, for ordinal
variables and two raters. Assuming ordinal variables, Krippendorf’s
alpha resulted in a value of 0.897 for the complete set of 836 answers.
According to Krippendorf, a value which is greater than 0.8, passes
as reliable [24]. In the first rating results, there were 4 answers that
the raters did not agree on, meaning every rater assigned a different
score to an answer. After discussing these outliers and agreeing on
a consistent score, Krippendorf’s alpha improved to a final value of
0.9 and we used majority ratings in our further analyses.
Out of all 836 answers, 13.3% were rated as ’don’t know’, 57.18%
as ’wrong’, 22.25% as ’somewhat correct’, and 7.3% as ’correct’.
However, when analyzing the main category icons and attribute
value icons separately, there is a discrepancy between how many
icons are labeled correctly by the participants (see Figure 1).
While there are still answers classified as ’don’t know’ or ’wrong’,
the attribute value icons were generally understood better than
the main category icons. This could be since main category icons
usually depict more abstract and complex concepts than attribute
value icons, which describe more concrete things. For example, the
’cookie’ icon depicted a cookie food item, which many participants
recognized and correctly related to the principle of online cookies.
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measures design. We elected to present icons on websites in general
and not only SERPs because this is more widely applicable. The
icons were present during participants’ normal usage of the web,
and the participants were not informed prior to the experiment
that their actual task was to learn the icons’ meanings. We decided
to protect our participants’ privacy by not tracking participants’
website visits, but this meant that we were not able to present accurate information about the website’s privacy policies. To counter
misrepresentation of websites, we informed participants about this
decision both before the study, and in a debriefing afterwards. From
the icons in study 1, we selected three categories which shared the
attributes Purpose and Personal Information Type to enable a full
factorial design. For each of these attributes, we selected three attribute
value icons to achieve variety in the data collection. The hourly presentation and the randomized permutation of all icons ensured that
no icon was overlooked, and icons were presented equally often.
We measured how well the icons were understood at two different
times, once before, and once after the two-week intervention, and
thus measurement time was the first factor. The second factor was
the type of the icons, where we compared the main category and
attribute value icons to similarly complex medical icons, which we
used as a control.

Figure 2: Judgment ratings for main category and attribute
value icons

4.2
Another category that received many correct answers, was the
’location’ category. The icon used for depicting that the user’s
location is being tracked is also used within many popular sites
and apps (in slight variations), such as Google Maps. Therefore, the
participants already knew the icon and successfully recognized it.
When analyzing the judgment task, the main category icons were
deemed less understandable in general than attribute value icons
(see Figure 2).
This can most likely again be explained because the attribute
value icons involve more concrete concepts, which are more easily
recognized and depicted within a single icon. These results are similar to those in the comprehension task in this study: the ’location’
icon reached better comprehension scores than others and was also
judged to be well understood in this study segment. However this
relationship does not always hold true, seeing as the ’Retention
Time: Defined’ - icon had an above average comprehension rating
but was then judged to be the least understandable.

4

STUDY 2: LEARNING OF PRIVACY ICONS

As we found that the majority of the privacy icons were not understood correctly by the participants in our first study, we conducted
a second study with a different set of participants to teach their
meaning. For that, we developed a browser plugin for Firefox and
Chrome browsers, which shows a pop-up with an icon and related
information once every hour. After two weeks of using the plugin,
the participants completed a comprehension test, which verified
the learning success for both types of icons.

4.1

Study Design

We evaluated a subset of icons in situ during a two week deployment
on the participants’ computers using a browser plugin in a repeated
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Procedure

The participants were informed about the procedure of the experiment before they signed an informed consent form. The participants
then took part in a comprehension test for the icons we used in
the study. The comprehension was measured by showing each
participant seven statements about the presented icon, for which
they had to judge the correctness. We generated true statements
by adapting the description of the categories and attribute values
in previous work [59] and false statements by using participants’
wrong answers from the first study. We also added additional random icons related to medicine to obfuscate the true intent of the
study beforehand. These medical icons were chosen, because they
were of a similarly abstract level as the privacy icons.
By not informing the participants that measuring the learning
success of icons was our intention, we ensured that participants
did not try harder than they normally would to learn the meaning of the icon set. The participants were then given installation
instructions for the browser plugin and were told to otherwise use
their browser as usual for the two weeks of study. During that time
period, the plugin periodically showed pop-ups consisting of icons
and information from PPs, as depicted in Figure 3. The pop-up was
displayed to the participants on the first website they visited after
opening their browser, and then only once every hour, so as not to
disturb them too much. We also ensured that participants would see
each icon and information equally often in a randomized order. The
pop-up could not be closed before selecting a choice concerning
agreement with the privacy information and giving a reason for
that choice, to ensure interaction with the icons. The answers were
saved in a log file on the participants’ computers.
After two weeks, we obtained the log files from their computers.
Afterward, they had to complete the same comprehension test as
before the study. The participants completed an additional matching task [25, 28], where they had to match a category description
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privacy icons before. We compensated the students with course
credits5 .

4.5

Data Analysis

to its correct icon. We also asked several questions about the participants’ understanding of the icons’ presentation in the pop-up and
measured their subjective understanding [57] concerning syntax
and content of the privacy statements presented with the icons.
Finally, we asked the participants for some demographic data and
thanked them for taking part in the study, before debriefing them.
Students received course credits for their participation.

First, we calculated descriptive statistics for the log-data collected
by the plugin about the exposure of the participants to privacy
icons, and checked how many pop-ups participants had seen. To
validate our method of measuring icon comprehension, we then
compared the results of the post-intervention icon comprehension
survey with those of the post-intervention icon matching test. The
comprehension tests were evaluated using aligned rank transform
(ART) [60], a non-parametric form of ANOVA, with icon type and
time of measurement as independent variables and percentage
of correctly classified statements about icons as the dependent
variable. We hypothesized that the number of times an icon was
seen by the participants during the study could influence their
comprehension, so we additionally used multilevel modeling to
include viewing frequency as a covariate. Since participants differed
in the usage time of their computers, this value could vary for
different participants. Qualitative feedback from the participants
was analyzed using affinity diagrams [16].

4.3

4.6

Figure 3: Example of a Pop-Up. The bigger icon depicts the
main category, whereas the smaller one depicts the attribute
value. Explanatory texts are provided for both icons.

Apparatus

The system was developed as a browser plugin for Firefox and
Chrome browsers, which are the most used browsers in the population of the country, where the study took place [51]. It displayed
pop-ups with icons and privacy information, see Figure 3.
The privacy information consisted of real snippets from PPs
mapped to the categories and attribute values discussed in subsection 3.1. We collected them using usableprivacy.org. To make the
information more realistic, we replaced mentions of website names
in the PP text with "this website", however, we did not present text
from participants’ actual current website, since we did not want to
track their browsing behavior.
We always showed two icons to our participants. The larger
one represented a main category, and the smaller one an attributevalue. We combined the category icon with only one smaller icon
at a time, to isolate effects. For the main categories, the icons and
information snippets are presented in Table 2. The attribute-values,
their corresponding icons, information snippets, and attributes
are shown in Table 1. The plugin showed the information in a
randomized order. A unique combination of icons and information
was only shown a second time, after all other combinations of icons
and information had already been shown once.

4.4

Participants

For the second study, a different set of 30 participants was recruited
by first using institutional mailing lists, followed by using snowball
sampling starting with this convenience sample. The ages of the 8
female and 22 male participants ranged between 20 and 33 (M=23.4,
SD=3.0). 27 of the participants were students, and three worked
as a programmer, technician and in customer service respectively.
Most students (19) were majoring in media informatics, and one
each in performance-studies, psychology, media production, law,
geoecology, marketing, cultural studies, and linguistics. The majority (24) of the participants stated that they had not encountered
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Quantitative Results

We first examined participants’ general understanding of the way
icons were presented. The plugin showed two icons at once – a
bigger main category icon to the left and a smaller attribute icon
to the right. We wanted to investigate whether the participants
generally understood that the bigger icon represented the main
category, while the smaller one described it further. Out of 13 statements about icon presentation, which had to be classified as either
correct or wrong, participants classified on average 73% correctly
(min = 46%, max = 100%). We take this to mean that the structure
of the icon combination and their mode of presentation was reasonably well understood. The participants also answered two questions
on their subjective comprehension of content and syntax of the
text accompanying the icons [57]. Both were measured on a Likert
scale from 1 (strongly disagree) to 5 (strongly agree). The subjective comprehension of the content was relatively high (M = 4.17,
SD = 0.46), with the subjective comprehension for syntax being
a bit lower (M = 3.93, SD = 0.69). This is understandable since
the statements accompanying the privacy icons came from real
PPs, which are known for their complex style of writing. Still, the
comprehension levels of the participants were still relatively high.
During the two weeks, each of the participants saw the popups on average 30.9 times (SD = 25.0). The maximum viewing
frequency was 85, while the minimum was 1. The pop-ups asked
the participants to decide for each case, whether they would accept the data practices stated there, or not. There were differences
between the individual participants regarding their acceptance of
data practices. On average, the participants accepted 47% of the
practices presented to them (SD = 22%, min = 12%, max = 100%).
However, because the presented icons did not relate to the current
5 At our institution, students have to earn a certain amount of study credits towards the

completion of their degree, where one hour equals one course credit. The participation
is anonymous so that the students receive the same amount of compensation, no
matter their responses.
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Table 1: Snippets, icons and values used in plugin for attribute-values.
Attribute

Attribute Value

Personal
Information Type

Contact
Information
Financial
Information
User Online
Activity

Purpose

Advertisements
Analytics
Legal

Icon

Information Snippet used
Contact information is collected. For example your name and address.
Possibly also your telephone number or email address.
Payment and invoice information is collected, as well as credit information
from credit bureaus that are used to prevent and detect fraud and to
provide certain credit or financial services.
Certain information is collected automatically and stored in server logs.
This includes: Details about how you used our service, such as: Your
searches, the time you spend on the page, the pages you visit, mouse
movements and clicks, etc.
This information is used to offer you customized content. For example,
advertisements adjusted to your interests.
The information collected, such as demographic data, interests and behaviors, is used for research and analysis purposes in order to better
understand users and to improve products and services.
Personal data is used to the extent necessary and appropriate to protect
the rights, privacy, security or property of the service, its employees or
agents or other users and to comply with applicable law.

Table 2: Snippets and icons used in plugin for main categories.
Category

Icon

Information Snippet used

First Party
Collection/Use

This website collects and uses data about you.

Third Party
Collection/Use

Some of the content, advertising and functions of our service may be provided by third parties,
e.g. from the advertisers. These third parties may collect or receive certain information about
your use of the services.

Data Retention

This website saves all information that you enter or communicate to us in any other way. As
long as it is necessary or longer if the law allows or requires it.

website’s actual data practices, and since we assume that the information context has an influence on the acceptance of different
data practices [18], we do not think the acceptance or rejection
of these practices is meaningful. Consequently we do not report
further details.
To validate our method of measuring the participants’ comprehension of the privacy icons, we compared it to the results of a
matching task, which has been used in the literature to assess comprehension of icons [25, 28, e.g.]. We assumed that participants
who were able to match the description of an icon’s meaning to the
right icon would also classify a higher percentage of the statements
from the icon comprehension test correctly. We used a one-sided
Wilcoxon rank sum-test because the assumption of normality in the
two groups was not valid. It showed that the percentage of correctly
classified statements for those icons which were matched correctly
(M = 75.5, SD = 19.9) was significantly larger (W = 6770, p < .001)
than those who were matched wrongly (M = 61.8, SD=25.6). Thus
we consider our approach of measuring the participants’ comprehension of privacy icons valid.
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For our main analysis, we used ART as a non-parametric alternative to ANOVA [60], since the assumption of normality within
groups was not satisfied. We investigated the effect of time of
measurement (pre and post-intervention) and icon type (control
icon, main category icon, and attribute value icon) on the knowledge about icons. There was a significant main effect of time,
F (1, 1039) = 15.3, p < .001, but no significant main effect of icon
type on knowledge about icons, F (2, 1039) = 0.24, p = .79. Additionally, there was a significant interaction between time and icon
type, F (2, 1039) = 13.1, p < .001.
Since significant effects cannot be interpreted in the presence
of a significant interaction, we only conducted post-hoc tests for
the interaction and calculated differences of differences using the
testInteractions function from the phia package for R [7]. Participants’ knowledge of icons pre- and post-study differed significantly
between diversion and main category icons χ 2 (1) = 18.4, p < .001,
as well as between diversion and attribute value icons χ 2 (1) = 16.1,
p < .001, but not between main category and attribute value icons
χ 2 (1) = 1.11, p = .29. This relationship is depicted in Figure 4.
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each theme a representative name. All quotes in this section have
been translated into English by the authors.

Figure 4: Means of icon knowledge compared by time and
icon type

The participants’ comprehension of both types of privacy icons
increased significantly through the intervention, but the comprehension of the medical icons did not. Thus regular exposure to the
privacy icons, together with related text, was a successful way to
increase comprehension of complex modular icons.
Since there was no viewing frequency for the diversion icons
which served as a control group, we could not incorporate viewing
frequency into this type of analysis, which would have become
unbalanced. So, we reverted to a linear mixed-effects model maximizing the log-likelihood to assess the effect of including icon viewing frequency as an independent variable, in addition to time of
measurement and icon type. The relationship between intervention
and icon comprehension showed significant variance in intercepts
across participants, SD = 4.43 (95%CI : 2.81, 6.98), χ 2 (1) = 13.0,
p < .001 for this model. However, viewing frequency did not significantly affect knowledge about icons, b = 0.13, t(1020) = −0.63,
p = .53. We did not further interpret the other effects in this model,
since they were already accounted for in the ART ANOVA.
It becomes evident that the participants learned the meanings
of the privacy-related icons during the study, but their knowledge
about the control icons, to which they were not exposed, did not
increase significantly. The increase in knowledge was slightly more
dominant for the main category icons than for the attribute value
icons. The more abstract main category icons were harder to understand without previous knowledge, that is to say prior to the
intervention, as shown in study 1 presented above. However, during
the study, the participants were exposed more frequently to the
main category icons, since each of those could be combined with
six attribute value icons. Even though the effect of the number of
times an icon was seen by a participant was not significant, the
higher viewing frequency could be a reason for the larger increase
in comprehension for main category icons, as seen in Figure 4.

4.7

Qualitative Results

At the end of study 2, we asked the participants which component
(the icon, the text, or both) they considered most important. Additionally, we asked for any other feedback regarding the plugin, the
icons, or the texts. We used affinity diagrams [16] to evaluate the
participants’ statements by first coding the statements, then identifying relationships and connections between themes and giving
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4.7.1 Evaluation of feedback on icons and texts. When comparing
the importance of icons and text, a majority (23/30) of participants
regarded the text as being more important than the icons. Only
one person answered that the icons were the most important part
of the pop-up, and six participants rated both icons and text as
equally important. We identified three themes, which we labeled as
"conciseness of text", "icon usefulness progression" and "icon-text
synergy".
Conciseness of text. Participants found, that "icons are not
meaningful enough" (P23), while "[...] the text is unambiguous" (P9).
Other participants stated that the "text was always easily understandable, the icons were not" (P11) and "[the text] explains exactly
what is happening, the icons don’t convey a concrete meaning and
are heavily context-dependent" (P24). This points towards the issue that users are not comfortable with looking at complex and
unknown icons and rather default back to reading textual explanations.
Icon usefulness progressions. Participants saw the benefit of
the icons after having some time to get used to them. "At the start
[I read] the text for explanations, but later on I only looked at the
icons" (P29). More answers that support this are "at first, the icons
did not make sense. After getting to know the icons, the text became
less relevant" (P21) and "[...] after some time you could remember
the icons, which allowed one to often just look at the icons and
know what the pop-up is about at a glance." (P13).
Icon-text synergy. This theme revolves around the relationship
between icons and text. "The meaning of the icons is strengthened
by the text" (P22), which means that the participants looked at both
the icon and the text in order to fully understand the meaning of
the popup message. Other participants stated that having a text
as a supplement for the icons makes "understanding and learning
[them] easier" (P6). Overall most participants focused mostly on
the text and found it more useful than the icons. This stresses the
importance of introducing the icons together with text.
4.7.2 Evaluation of additional feedback. We identified three themes,
which we labeled as "feedback on the plugin", "feedback on the
icons" and "conceptions about data collection".
Feedback on the plugin. Participants could see the benefit of
the plugin and could imagine using it in the future, but only if some
changes were made to make the plugin less intrusive "I can imagine
using such a plugin if the icons are shown at some inconspicuous
place in the browser" (P17). Suggestions for improvement mostly
revolved around the usage of pop-ups. While participants generally
did not like the use of them: "please do not use pop-up windows in
the finished application" (P1), one participant saw them as beneficial
"I felt that the pop-ups severely disrupted my natural use of the
internet, but that also gave me a level of reflection to improve
awareness of my data, which is why I didn’t think it was bad." (P9)
One participant suggested having "[...] symbols next to the search
results in Google or next to links so that end-users know about the
data that is collected [...] before they visit the website." (P4) General
feedback included feedback on the design "I wanted to refuse to
collect the data. However, the green button suggested that I could
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confirm my entry." (P23) and remarks on the frequency of the popup "The pop-up windows were only ever shown to me during my
first Google search of the day. This was probably because I was not
using the browser for very long." (P2)
Feedback on the icons. The design of the icons was generally
well-received "I think the icons are a good solution to prevent a
lot of text" (P17) and "I find the icons meaningful and neither too
complex nor too simple designed." (P13). Nevertheless, participants
still thought the text was necessary to get the full meaning of the
icons "The icons are usually only understandable with the text"
(P12). Participants also commented on how they interacted with
the icons. They considered it important to repeatedly be introduced
to the meaning of the icons "I doubt that the icons really make
sense if you only read their meaning once" (P17), but the longer
they interacted with the plugin, the less they focused on the text.
"The more familiar I was with the tool, the more I paid attention to
the icons and only skimmed the text for keywords." (P9)
Conceptions about data collection. Participants also commented on the collection of their data, stating their agreement with
it or their interest in protecting their privacy. The plugin forced the
participants to reflect on their behavior regarding data and to think
about which data they wanted to disclose. One participant observed
their behavior with data and stated that "it turned out that I am
very liberal with the disclosure of my data". (P9), but this did not
include address- or financial-data. The participant only disclosed
such data, when they "[...] really saw the need to disclose these
types of data to be able to use the service." (P9) Another participant
did not want to disclose any of their data, because there were no
advantages big enough to outweigh the interest in protecting their
privacy. "I understand that it can be beneficial for the advertising
industry and website improvement, but I don’t see any benefit in it
that would be more important to me than my privacy." (P6)

5

DISCUSSION

In two studies, we evaluated existing icon sets for their quality
and understandability according to an ISO-Standard procedure and
taught participants their meaning in situ using a web-based browser
extension. We found that, even though our participants were a
tech-savvy young sample, which represents an ideal situation the
meaning of most icons was not easily comprehensible, even as some
icons were understood correctly by our participants. This shows
the need for a process to teach the meaning of complex icons.
We developed and tested such a process by providing our participants with a browser extension for two weeks, which periodically
showed icon combinations alongside explanatory texts. With our
approach, we were able to increase the icon comprehension of our
participants significantly. It remains to be investigated whether
understanding and identifying icons also means that the complex
concepts, which they represent, such as data retention, or third
party collection, are understood by participants. By collecting quantitative and qualitative data, we could also determine the perceived
usefulness of adding icons to privacy information, and gained further insight into the learning process. A finding from these data
is the importance of accompanying icons with explanatory texts,
especially at the beginning, but also that this text can be gradually
reduced as time passes.

110

CHIIR ’22, March 14–18, 2022, Regensburg, Germany

A major strength of our icon set is its modularity, which allows
for several "mix and match" approaches. We provide separate icons
for the main categories, and icons for the attribute values, which can
be used to describe these practices in more detail. A main category
icon could depict "First Party Collection and Usage", while the
attribute value icons describing that practice in more detail could
be "Purpose: Advertisement" or "Information Type: Contact". This
makes our icon set very flexible and allows for diverse applications
in practice, allowing to set the level of detail as it is needed.
We conclude that, even though privacy icons are harder to understand on first encounters due to their abstract nature, their meaning
can be taught incidentally during browsing, at least when they are
introduced alongside explanatory texts. We were able to show that
modular icons and their meaning can be learned using browserbased message boxes and we assume that they can also be used in
context. This knowledge forms the basis for anchoring modular
icons in context. Our study shows, that users see the benefit of those
icons in making it easier and faster to get the gist of the usually
long and complicated privacy texts. Thus, modular privacy icons
are a promising approach to supplement PPs to make them more
accessible and easier to understand.

5.1

Limitations

Even though our studies show the benefit of enriching PP statements with icons, there are also several limitations which need to
be addressed in more detail.
To be able to represent a whole PP with icons, we would need to
have a complete icon set encompassing all attributes, and attribute
values. We were limited in the number of privacy icons, because
we collected them from previous research and also excluded those,
where we assessed their comprehensibility to be low.
Further, the procedure of our second study is not very likely to
be implemented as such in practice, since we used a pop-up which
covered the whole screen and therefore heavily interfered with the
users’ work flow. This approach was necessary to ensure that the
participants actually saw all icon combinations. However, ensuring
privacy is not users’ main aim when searching online, so it is important to ensure that informing them, and also teaching them the
meaning of privacy icons, does not interfere with their search task.
Since we proved that the meaning of complex icons can be taught
incidentally, more subtle representations can be used in the future.
Such a more discreet representation could be e.g. realized using
a similar approach to the Firefox browser’s permission dialogue,
which is shown near the address bar [2], or on hovering over a
search result. It remains to be investigated how the presentation
of multiple icons at the same time, e.g. when representing all the
information about the privacy policy of a search result, influences
learning. To reduce the amount of icons shown at the same time,
approaches like contextual PPs could be used [12].
Another limitation of our study was the sample, which consisted
mainly of students, most of whom majored in a technical field. Thus,
our sample might be more technically savvy and has more background knowledge about online privacy than the average person
and results might not generalize well to a larger population. Our research used this edge case demographic, in a first attempt to explore
how privacy icons are understood and can be used. Our study 1
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shows the necessity of teaching the meaning of privacy icons, even
for a tech-savvy sample, and our study 2 provides a possible process to do this. Additionally, previous work in the field of usable
privacy showed that a student sample did not produce significantly
different results than a more representative sample [50].
Although our approach faces several limitations, like not having
a complete icon set, and a constructed experiment setting which
is not very likely to be used as such in practice, our findings can
be applied in practice. We showed that learning complex icons
incidentally during web browsing is possible, which allows moving
to more subtle forms of representation and provides a simple and
adaptable procedure on how to assess the comprehensibility of
privacy icons. This approach can be used for future work, e.g. by
designing the missing icons, and teaching their meaning using our
process.

5.2

Future Work

By providing our icon set we enable others to build on this set to
design the missing icons and directly test them using the approach
as described in this paper. On the other hand, the extension’s source
code can be a good starting point for developing more subtle forms
of representation, while still teaching the meaning of those icons.
Previous work showed that contextual privacy policies, where
the information is shown exactly when it becomes relevant, are perceived as very beneficial by the users [35, 36]. Privacy icons could
be used for that approach, e.g. the icon depicting advertisement
could be displayed directly next to an online ad. Likewise, other
applications of privacy icons are imaginable, like enriching PPs in
their current state to not only make it easier to skim the texts, but
also to help with their legal language and phrasing, because the
familiar icons can help getting the gist of those texts.
Our participants stated that as time passed they did not read the
text anymore, but only looked at the icons. That leaves one of the
most important challenges to future work as to decide when and
how to gradually decrease the amount of text needed to understand
the meaning of complex icons. Another interesting question is if
and how users’ behavior changes when they interact with privacy
icons.

6

CONCLUSION

Our paper provides a set of thoroughly evaluated privacy icons.
The main contribution of this paper is a proven process of how
to teach the meaning of complex privacy icons. We showed that,
while it is hard to deduce the meaning of privacy icons from only
looking at an image, the complex meaning of PPs can be taught
incidentally during web browsing using modular privacy icons. This
is encouraging since privacy icons are a promising way to condense
complex information. They can be used to enrich PPs, making it
easier to skim the texts or could even be used by themselves showing
relevant information at a glance, e.g. as an information box when
visiting new websites or in the address bar of the browser. Privacy
icons have the potential to help users understand what is happening
to their data, enabling them to make conscious decisions in terms of
online privacy. A challenge left for future work is to explore when
and how to gradually reduce the amount of text and information
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presented until there are only the icons left and users are able to
assess privacy practices of websites at a glance.
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